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Scheme of Examination w.e.f. Juty 2018 Academic Session Z0lg-lg

MST: Minimum of two mid semester tests to be conducted. L: Lecture T: Tutorial P: Practical

S.No.
Subject
Code Subject Name & Title

Maximum Marki allottea'

Total
Marks

Iours/Week

Total
Credits

I!"q"y Practical

L T P
End.
Sem.

Mid Sem.

MST

Quiz,
Assignme

nt
End Sem.

Lab
Work

I IT800 t information & Cyber Security 70 20 l0 1
30

20 t50 3 I 2 6
2 I',t8002 Data Mining 70 20

20

l0 20 150 3 I 2 6
3 tTti003 Elective-V 70 IO r00 3 I 4

4 rT8004 E,lective-VI 70 20 t0 100 J I 4

5 IT8005 Project-ll
120 80 200 8 8

6 IT8006 Expert Lecture On Cutting Edge Technology
50 50 2 2

7 IT8007 Case Study/Group Discussion/Seminar (lntemal
Assesment)

280

50 50 2 2

Total 80 40 180 220 800 l2 4 l6 32

Department Elective-V (Four Subjects) Department Elective-Vl (Four Subiects)

S.No.
Subject
Code Subject Name Subject

Code Subject Name

I ITSOO3A Network Management IT8OO4A Software Project Management

2 IT8O03B Sensor Network IT8O04B Image Processing & GIS

3 IT8003C- Data Analytics and Data Science IT8OO4C Big Data Technology

4 IT8()O3D Natural Language Processing IT8OO4D Information Storage Management
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Jabalpur Engineering College, Jabalpur
(Credit Based Grading System Based Scheme)

Bachelor of Engineering (CBGS) Semester: VIII (Information Technology)

Subject Name &
Title

Maximum Marks Allotted Hours/Week

Total
Credits

Subiect
Code

Theorv Practical
'f otal
PIarks L T PEnd

Sem

Mid
Sem
NIST

Quiz,
Assignment

[,nd
Sem

Lab
!l'ork

rT800t Information &
Cvber Securitv

70 20 l0 30 20 r50 3 I 2 6

Unit I: Basic of Cryptography, secret kiiphers, uo"r .,pr,"rj anr {",, .ipr,";:t:ffi:?ff*l,JHT.::ffiilo;,lHllT'ffj:ff.';il:,ffi:ll";
modes of operation' cryptanalysis, brlte force attack, s""*ity co"r, (corria"ri,iirr, ir*oity, Avairabiriry).
unit II: Public utl,9*lography, Modulo arithmetic, Greatest common divisor, Eucridean argorithm, RSr':iffiiiH'JJ:ffi:[':fr;Tffi;;iitJ"n resistance, bim. n"ri,*;,i.";ffi;;, nigi,ur signature standard

unit ftr: Authentication: one way Authen":ilj,-r1-prsword based, certificate based, Mutuar Authenricatior'shared secret basea, asvmmeoil i"*0, autr,.rti[tio,']"a kri ;;;;;;;i-irntrrrirrd Authentication.eavesdropping' Kerberos' iP. security ou"ori"* 
:*""rr;rrJrrurion'c .t:yruilg security payroad ,tunneiAi$[Uj:: il:ffil::il.r k.t;;;'dgJ p,oto"or, s";;"-s;"t ruv".(siJri;;,;"* Layer security irrs;,

flnit rv: Software vulnerabilities: PhishingAttacks, buffer overflow vurnerabirity, Format string attack, cross
site Scriptins, sel injection Attacks, rru'iLr..uri;ft#;'i:*l:.". orr_*uir,,iliufri.rri"* keys, privacv'Authentication of the source, vt"r.ug" int"grir,,*Jr+"p*i}rll, ,,.r.es, worms, Marware.
unit v: web Issue: Introduction, unifotm Resource Locator/uniform. resource identify,_HTTp, cookies, web
security problem' Peletration rtrtlng, 

"r*rvails:- 
rrr"ri"rriiry. 

-polices "rd A;;;;. contror, packet iirr"rr,
Application Ievel gatewav, en"rvp#;iil"i, s""uriryir"iil;::, tntroar"tiorir" lrirrr,", detection system.
Beferences:-

ii Bernard Menezes, ,. Network Securir charlieKauf,i.,un, ,.Network 
s""r.i#,,:;1{:ryptographv", 

CENGAGE Learning.
tr Forouzan, ..Cryptography 

A Network Security,,,Ll TMH Randy W.u-.r,iiN"tr"rt'i"ii"rorcture 
Securiry,,, Cengage Learnins.il Atual Kahate,,, Crypiogrupfryunj'il"twork Security,,, TI\.4I{.D Wiiliam stallins .,-cryltoiraphy; N"d;k ;Jr,ry,,?"u.ron.
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BE YIII Semestei-1NFOR

COIIRSE

MATION TECH

CONTENT

f'{OLOGy)

SUB. CODE SUB. NAME L T P MAX.
MARKS

CREDITT

IT8001 .F I-'IS.IYIA I IUN J.UC UruTY LAB 3 1 2 150 6

INTORMATION SECI'RITY LAB

List of experiments

1' Study of Network Security fundamentals - Ethical Hacking, social Engineering practices.2. System threat attacks _ Denial of Services.

3. Sniffing and Spoofing.

4. Web Based password Capturing.
,i 5. Virus and Trojans.

6. Anti-Intrusion Technique _ Honey pot.
7, Symmetric Encryption Scheme _ RC4.
8. Block Cipher _ S-DES, 3-DES.

9. A,symmetric Encryption Scheme _ RSA.
10. Ip based Authentication.
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Jabalpur Engineering Coltege Jabalpur, Jabalpur

Department of Information Technology

Semester: VIII SEM

Information and Cyber Security (IT_g00I)

Course Objecfives

COl. To give overview of cryptography and DES.
e 02. To undeistand various cryptography algorithms.
c or. To familiarize with the different authentication techniques.
C04. To introduce various software vulnerabilities.

Y

CEO\PEO 1 2 3 4 5 6
1 * *
2 * ,t

J t *
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Jabalpur Engineering College, Jabalpur
(Credit Based Grading System Based Scheme)

Bachelor of Engineering (CBGS) Semester: VIII (lnformation Technology)

Subject
Code

Subject Name &
Title

Maximum Marks Allotted HoursAVeek

Total
Credits

Theory Practical
Total
Mark L T PEnd

Sem

Mid
Sem
MST

Quiz,
Assignment

End
Sem

Lab
Work

IT8002 Data Mining 70 20 l0 30 20 150 3 I 2 6

trNrT r- Data Warehousing: Data warehousing Components -Building a Data warehouse -Mappi'g the Datawarehouse to a Multiprocessor Architecture-pgl\ds Schemas for Deci'sion support-outa Extraction]cl.*up,
and Transformation Tools -Metadata.

UMT II- Business Analysis: Reporting and Query tools and Applications - Tool categories - The Need forAppiications - coqgs..rmpromptu - online Analytical Processing (ot,AF) - Neeo - Multidimensional DataModel - OLAP Guidelines - Multidiinensional versus Multirelational OLAP - Cut"gori".;;T;;i;-bf-ep
Toois and the Internet.

UNIT rrr -Data Mining: lntroduction - Data - Types of Data - Dlata Mining Funr:tionalities - Interestingness ofPatterns - classification of Data Mining systems - Data lvlining Task Primiiives - Integration of a Data MiningSystem with a Data Warehouse - Issues-_Data preprocessing.

uFtrT w -Association RuIe Yining And Classification: Mining Frequent patterns, Associations andcorelations - Mining Methods - Minin[ various Kinds of Association fr.ut"s i c;il;;;;,rrrr" : i"rr*u*,,Based Association Mining - Classification and Prediction - Basic concepts - Decision T;;"1;;;io, --*irrrri""classification - Rule Based classification -'{lassification byBack propagation * Support vector Machines -.Associative Classificatio;r- Lazs, Learners - Other Classification Methods - pre,clicrion

tiNIT v -Clustering And Applications And rrends In Data Mining: Cluster Analysis - Types of Data -categorization of Major clustering Methocls --Kmeans - Parlitioning Methods - Hieiarchicai Methods - Densiry-
lased Iv.{ethols -Grid Based Methods - Irzforiel-Basetl clustering uJtnoa, - ctusteiin[High Dimensional Data -Constraint - Based Cluster Analysis - Outlier Analysis - Data iiining Applications.

Text Books:
l ' Alex Berson and Stephen J. Smith, " Data Warehousing, Data Df ining & oLAp,,, Tata McGraw -Hill Edition, Tenth Reprint 2007.
2' Jiawei Han ancl Micheiine Kamber, "Data }rlining Concepts and T'echniques,,, Second Edition.Elrievier, 2007. 

--- - --'--"'I"vu ' 
vvvl'rru

REFERENCES:
1' Fang-Ning Tan, I\4ichael Steinbach anciVipin Kumar, " lntroduction To Data lvfining,,,

Person Education, 2.007.
?.. K.P. soman, Shyam Diwakar and v. Aja-v ",Insight into Data mining Theorv- and Fractice,,,

Easter Economy Edition, prentice Hallof India, 2006.
3 ' G' K' Gupta, i' Introduction to Data Mining with Case Studir,s", Easter Economy Edition,

Prentice Halt of India,2006
4' Daniel T.Larose, "Data Mining Methods and Ivlodels". Wile-Interscience, 2006.
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Jabalpur Engineering College Jabalpur, Jabalpur

Department of Information Technology

Semester: VIII SEM

Data Mining and Warehousing (IT-8002)

Course Objectives

C0 t. To introduce with data warehousing components.
Coz. To familiarize with data mining anJ integration with a data warehousing.
c03. 'l'o understand association rures and its classifications.
C04. '['o introduce various software vulnerabilities.

Y*
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Jabalpur Engineering College, Jabalpur
(Credit Based Grading System fased Scheme)

Bachelor of Engineering (CBGS) Seiresier, VIII (Information Technology)

Subject
Code

Subject Name &
Title

Maximum Marks Allotted Hours/Week

Total
Credits

Theorv Practical
Total
Marks L T PEnd

Sem

Mid
Sem
ilrsT

Quiz,
.{ssignment

End
Sem

Lab
Work

ELECTIV[-V
IT8OOsA

Network
rVlAnagement 70 20 l0 100 J I 4

unit-Il : Internet Protocol ' virtual network , Internet architectur-e and phirosophy , purpose of the internet
protocol , Inrernet oh*'3o,_,^r9_uting in-an il"r;;;-;^;;#i.# lpil;;; lE,,ioutirg argorithm , rnrerner
controt messase proto;rs rcMr; iri"#1_q.ry"i;;;r-; ,J.urr.r. , F;;* ,iour", routing , options 

,

address spa"" assignment 
' i'"tt o"'" g# protocor , ro*uioiuop mess-ages-,';;d ;."psuration and protocol

layerrng.

i6l',;#r,ffi:l mm ::j 
Lavering, rcP/P Laverins protocors & standards, rnremet standards,

addressing, ,uu*t*u,r, speciar 
"u." "i;':'id:1,;fi^.6:X;"TffiiH,,h_t i;;mfj#JI#::XResorution protocor' ARp packe, ro.r*r, proxy ARp, anp 

"orrnuna, anp g*ampre, Reverse Address
Resolution prorocor (RARp): Intr.dr;;;;, RA.Rp packet;.."q F"AR, r*urpt"q ** server designunit-IV : Delivery and Routing of IP Packets3outing Methods, static versus Dynamic Routing, Routing tabre
and Routing Module' CIassless-Aaa'""ing, .IDR. IntJrnet p.oto"or(p), Datagr#, ,ru**.ntation, options, Ip
Package' Interior and Exrerior R;;;, iou:i:g, information ,:".:::, (Np), 6pen stro.t.st path first prorocor
(osPii)' BGP' GGP' Private Networks''vi'rua private N"*".tivpN), Network;ilr;* Transrarion (NAT).unit-! : configuration management, configuration management,functions, Inventory managements,

*H,#*;.*'1i1,.".ffi rygg$ffi [,*,iyr#:#,3xffi '
References :

o Forouzan, TCp/Ip," protocor suite,.,4th edition, TMHr J'Richard Burkey," Networkruan"*"*"1 cor"rpi*o practice,,, pHI. Stevens,,, TCp/Ip Illustrated v"rrrn"J]], pearson. Tittel: TCpAp, Cenage Learning
' uyless Brack, "TCp{p and relaied protocors,,, McGraw Hiil.' 

,?:fn"ls 
E' comer"'t't"*ttt'rrtilg iirr, rcpzrp v"i.i,'p.ir"ipr"s, protocors, and Archite*ure,,, pFIr,

unit-i: Protocols and architecture, Protocols,.characteristics, a"i.,ll?l::*eed for.murtipl" proto"orr, c*ceptual
lavers of murripre protocor .oruur., p.irrr*r'rrvffi;^,,"n::;iJsl'rvrrrtipr"xing 

and De;urtiprexing.

L{"/ fl/aE\ / W*-
"{r{ 

ls,W



Jabalpur Engineering College Jabalpur, Jabalpur

Department of Information Technology

Semester: VIII SEM

Network Management (JT-80$4

Course Objectives

COl. To discuss protocol layering principle and various standard architectures.
CO2. T'o understand TCP/lp supportive various protocols.
COS 'lo compare various routing rnethods.
Coq' To give overview of configuration management, performance management, accuracy and

securily management..

CEO\PEO 1 2 3 4 5 6
1

*

2 ,F *
J +

4 *

YU



Maximum lVIarks Allotted

Subject I SuUiect Name &
Code I Title

I

I

Jabalpur Engineering College, Jabalpur
(Credit Based Grading System Based Scheme)

Bachelor of Engineering (CBGS) Semester: VIII (lnformation Technology)

Practical

Lab
Work

Total
Marks

100
ELECTIVE-V I

ITg66JB i Sensor Network

UNIT I : Basics of Wireless Sensors and Applications, The lvlica Mote, Sensing and Communication Range,
Design Issues, Energy consumption, Clustering of Sensors, Applications

UNIT II : Data Retrieval in Sensor Networks, Ctassification of WSNs, MAC Layer, Routing Layer, High-Level
Application Layer support, Adapting to the inherent Dynamic Nature of wsNs.

UNIT fIJ : Sensor Neiwork Platforn'rs and Tools, Sensor Network Hardware, Sensor Network Programmfng
Challenges, NodeJ-evel Software Platforms.

tINtrT iV : Operating System: TinliOS, Imperative l.anguage: nesC, Dataflow Style Language: Tiny GALS,
Node-Level simulators. ns-2 and its sensor Network Extension, TossrN,I.

-iTOIf 
V ; Sensor Nehvork Databases : Chailenges ,Query Interfaces, I{igh level Database Organization, In-

:$e;twork Aggtegation. Data-centric Storage, TemporaiData,Internet On Things based Case Study.
.,.:

.i. Wireiess Sensor Netw'orks: An Infonnation Processing Approach, Feng Zhao, Leonidas Guihas, Elsevier
'science imprin! Morgan Kauffman Publishers, 2005, rp2l}g.

REFERENCES:
l ' Atihoc Wireless Networks: Architectures and Protoccrls, C.Siva Ra-m Murthy, B.S.lr{urthy, pearson Education,
2004

2' Wireless Sensor Networks: Principies andPractice, Fei [Iu^ Xiaqun Cao, Air Auerbach Book, CRC press,
Taylor. & Francis Group, 2010

'. 
tYt*|"t: 

11 
h": Mobile Wireless Networks: Principles, Protocols ancl Applications, Subir Kumar Sarkar et a:1.,

Auerbach Publications, Taylor. & Francis Group, 20C8,

4. Vr/iieless Sensor Networks: Signal Processring arrcl Cu.mmunicati.,.rris Perspecti-"es, Ananthmm Swami ef al.,

\
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UNrr-i: Introduction and Sof'tware Project Planning : Fundamentals of Software project TVlanagement (SpM),Need i,ientification, Vision and scope dlcument, Iri;".i ^,ril*;;'#*; 
t;r; objectives, ManagementSpectrum' sPM Framework, software Project_Planning,"Plannirg bu;*"tivei project plan, Types of project plan,Structure of a Software Project lvlanagemlnt Plan, so?*o." proj".tirtirration, Estimation methocls, Estimationmodels, Decision process. I ----: -**" :

UNIT-rr: Project orsanization and Scheduling : Project Elements, Work Breakdown Structure (WBS), .types
of wBS, Functions, Activities and rasks, rro]ect rire ay;" anii ploduct Lifc c1,cle, ways to organizePersonnel, Project schedule, scheduling qb-jTtiv:l Buildin-e lrrr p!.1r.t ;ffi;:"heduling terminotcgy a,cltechniques,Netu,orkDiagrams:PERT'cpM,e*Cirarts:uir:est.:*Jcj-,;;,;;;a;;'.,

uNTI-III: Ptoject Monitol'ing artd' Control : Dinreusioris of Ilroiect Monitoring & control, Earned \ralueAnalysis, Earneci value Indicators: Budgetcd cost for: woik .sche<iorra CICwsi C&t voriorce (cv). schecule
Jalianoe 

(sv), cost P.gft|,l.e lndex icpl), schedule p"rror,oun." Inricx (sp). Interpretation of Eamed valueLndicators, En'or Tracking, software Reviewi, Types of R..rvieu,: Inspssllsrrs. Deskcheckb, \\/aikthroughs, cocleReviews, pair progiainmin.q. o' uwD^vrt

uNrT-IV:' sol'tn'are Quality Assurance and resting : Testing ob;irrctives, Testing prirciples, Test plans, Testcases, Types of Testing, I-c'vels of Teiting, 't'*t 3r.rrrrgl.u," progru* correctne.ss, program verification &validatio,, T'esti*g Automarion & Testing.tools, conce,pi oi 1ofiru., a;;fit:;;l{h"are euality Artribures,softr'ire Quality Meincs and Lidicatorr,i.t'r3 ssi cupouii-.,t1'ltlutrnty Ivlodel cl,lr/), sQA Activiries, FormalSQA.rr,lproaches: Froof arf correctness,'siatistiial q,.,"liiy ussu"ance, C{e*roorn process

UNIT-v: Project Managerncnt and prcject_ Ivranagcnreirt 'foors : sofnvare configurationManagement: Soflil'are: C.;nfigurati(jn Iterns a:rcl raiks, Racelines] phn lor Cttrange, Cirange Controi,charlge Requssts l\'lanageinent, versic',n controi. Rlsk idaragernerrt: " irist, ,na risk types, RiskBreakriorvn sL'ucture (ftBs;, llish tr{anagement P;;.;;r, nitr.. ia"rr,a.atio,, Risk a,ruturir, I(isk planning, Riskmoniioring, cost Bene'fit Anallrsis. softri."rc Project tur;;;;;r;t Toals: CASE i";i; pla*nirig and schJduling

Books:

I -SoI*'*. Project ivlaragernent'ny M. Cotterell
2. Infolmation iechnolog;z project-Llnnageinent
3. f,lalagement Inforrnation ancl Ccritrclfy
4. Software Engineering - A Pracriticner,s approach, Roger S. pres.sman 

{5'1, crli;, 200l. MCH5. Software Ptoject Managemenr, Waikcr RJy*, 1;gS, ,^Ijiii*'it,r.sley.
6. Project Maruger,re.nt 2r,c. Mcl lor
7. Mdnaging Ctctat softwi:re trolectr, Rurnesh, 2rJ0i. TMH.
8. Softrvar.e Project Manag,eu:nsr'ty S. a. ."."ftu,

Jabalpur Engineering College, Jabalpur
(Credit Based Grading System Based Scheme)

Bachelor of Engineering (CBGS) Semester: VIII (Information Technology)
2018

Subject Code
Subject Name &

Title

Nlaximum Marks Allotted HoursAli eek

Total
Credits

Theory Practical
Total
Llarks L T PEnd

Sem

vlid
Sem
ilIST

Quiz,
Assignment

End
Sem

Lab
Work

ELECTIVE-vl SoftwareProject
IT800.IA i Venroemenf 70 20 l0 100 3 I 4
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Jabalpur Engineering College Jabalpur, .Iabalpur

:

Department of Information Technology

Semester: VIIISEM

Software Project Management (tT-g004 A)

Course Objectives
col. To study project management cycle and SpM objectives.Co2. l'o understand the project rrgur;ruiion and scheduling.@3 'l'o farriliarize with the projJt *onitorirg arrd control.@ 4' 'I'o 

anaryze various testingand software quarity assurance approaches.co 5 ' 'r'o understa,cr trre softwur. ,runug.rent and project management toors.

-CEO\P@ I 2 3 4 5 5I *

2 * t
J *
4 * * *
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Jabalpur Engineering College, Jabalpur
(Credit Based Grading System Based Scheme)

Bachelor of Engineering (CBGS) Semester: VIII (Information Technology)

Subject Code Subject Name &
Titte

iVlaximum Marks Allotted HoursAVeek

Total
Credits

.f 
heory Plactical

Total
llarks L T PEnd

Sem

Mid
Sem
ius'r

Quiz,
Assignment

End
Sem

Lab
Work

ET,EC'I'II E-\'I
IT8O04B

Image Processing
& GIS 70 20 l0 r00 3 I 4

uNrr-r : rntroduction and Fundamentals : Motivation and-perspective, annr,,1111o1s, colnponents of Image;ffi '.':f, 
"'#f; t:i,Til*y:r**rffi ?:Iti,x#h.:x,:f ,*f Tf:lffiHf ;#:*H",:,.rr 

"m**#l#1-a;$*ilr**,, sffiffi , 

E 
Q u a, i za,i o, ; i;;'ffi ."m 

" 
n,;

:::'*' 
smoothin!-M;;;i;;;6;.'fil*:ili,,#it'n,*ening-ro"*"o;,*.i.*i'*i *il*ii so,,i i

HT"fuiTT.ir:r:ffi^tr1'r:1Xf 'encv 
Domain : Fourier rransrorm and the Frequency Domain, Basisand Frequ-e,.v 

^o"*"i,i, -s**iii,; 
_t:i#[r?,#frf;,T;..:1x,,,:fff]::y!:"-*,.",,;;,il,spariarFrequency Domain Firters _t'rr*i*"niehp"* FiftJ.q.ffil:i".oli, Firr;;;:i*fl+::o ,:lmruRestoration Process' Noise na"J"it-ir"storarion i, ,r,.i pi"r"r"," of Noi." 

"rii-Ip"rj.L Filtering - Mean Firters,*'3fi :',,i#:r.t*l;"f uik#.# jlfii,"J;:.:,l;,=,ii, 
jffi ,;*::#,fl xt,1#x;#:,##.ilt:Restoration.

uNrT-Itr : color Image Processing : color Fundamentars, coror Moders, converting corors to differentn*,J;,1!':ilT::fi r,tfrl,i"&J6:*ll5"1ittjil:ffi .;ffi :rum,,::,,#,.r1**i."ir."gJ.^.
E:H[?#::J;j::f il$H,,ffi ;|fi:Hffi f 

;tLH:::H;ei"iFirii,e,;ffi #"#E;.;"#il,

Y'H;T.;'LT:'[:x;il.F?sffi',[f;,:ii:iiiq"F:*#ffiT,;Ji;:J:,Bane 
,ransrorma,ion, Mappins,segmentation Introlucti", n"ei"r;*"#u"rior, i,ix.t-nrsla-iip.3u,.r,, Mffi;;"ffireshording 

Local

#;:*:IihF"tt,Jffi111?;1ffi :lti*"ff j,{x-::n:iilix:**rrffi 
u:::ft rlff i,F,,ng

uNrr-v: Feature Extraction: Representation, Toporogicar Attributes, Geometric Attributes
Descriprion : Boundary-uu."a o.s"ripri"", 

T"*iq"-[...i ilr]",r,"n, Rerationshin.r'"H:ffiTil:[1,,u',;*,,,'i" f;,i;i,".,, clustering, statisiicui''ffi,il;i,:1, 
syn,u.,i. Recognition, rree

Books:

] !iil*,:T:ge 
Processing 2nd Edition, Rafael c. Gonzarvez and Richard E. woods. pubrished by: pearson

;i.fii|Hlff_:;Tip',; *[".;il:::hl]'ilt ]"l;iffii1,r,or,,,,,d by:John wireyand sons, Ny4'Digitallmage P'o""rising bilK.';;, iirr,-nr, 1 bv Prentice'H;rr, u;;., saddre River, NJ.
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